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[0001] FIG. 1 1s a flow diagram describing the method for the user to enter their unique 1dentifier to a form 1n
the local computer system.
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Figure 1: User Entering Unigue Identifier to a form in the local computer system




U.S. Patent Aug. 23, 2011 Sheet 2 of 26 US 8,004,491 B2

[0002] FIG. 2 1s a flow diagram of a typical Local Single System/Server CVL Enrollment.
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[0003] FIG. 3 15 a flow diagram of a typical Local Single System/Server CVL Validation/Verification.
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0004] FIG. 4 15 a flow diagram detailing how a user 1s allowed access to a local computer upon successtully
verifying their CVL identitier.
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[0005] FI1G. 5.1 defines the algorithm to calculate the coordinate position (in pixel unit) of a CVL identifier 501,
from the beginning to the ending of the inscription.
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Figure 3.1: Algorithm to calculate the coordinate position beginning with the first clicked point to the last
clicked point. The top left dot of the picture has the coordinate of (0,0).
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[0005] FIG. 5.2, 5.3, 5.4 detines the data structure of a Continuous Vector Line (CVL), CVL Identifier and a

CVL Profile,
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Fiqure 5.2: Example of a Continuous Vector Line {(CVL)

Fiqure 5.3: Example of a CVL Ildentifier

Figure 5.4: CVL Profile, which consists of “pre-determined” CVL ldentifiers (in

this instance CVL profile consisting of total 3 CVL identifier)
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[0006.1] 1s a flow chart of the communication scheme in the enterprise network between 3 entities CVL capture
program, Web server (s) or application server(s) and the Biometric Signature Registry (BSR)
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Fiqure 6.1: Communication scheme in the enterprise network between 3 entities:
CVL Capture Program, webserver(s) or application server(s), and
Biometric Signature Registry Server (BSR Server)
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[0006.1] FIG. 6.2 is a flow diagram showing Biometric Signature Registery Server working as a web service
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[0007.1] FIG. 7.1 is a flow diagram showing the return value (RV) from the BSR upon receiving the given UserlD &
device name & the request from the webserver to query what type of 2nd Factor Authentication and backdoor.
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[0007.1] FIG. 7.2 is a flow diagram showing the action, performed by the web server and upon receiving the return
value (RV) from the BSR in Step 711 in Figure 7.1
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Figure 7: Query What Type of 2™ Factor Authentication and the backdoor for the given
UserlD & device name
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[0008.1] FIG 8.1 is a flow diagram of Using a CVL Profile as 2nd Factor Authentication
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[0008.2] F1G 8.2 is a flow diagram of a Point & Click Image (PCI) as 2nd Factor Authentication when initial
enrollment and a CVL profile fails as the 2" Bactor Authentication

Sothe A th
 wehserver to prompt for fore

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

111111111111111111111111111111111111111111111111111111111111111111111111

11111111111111111111111111111111111111111111111111111111111111111111111111

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

14
CCP enrolls CVL Profile by sending this
information/data to the server

o CVL identifier (CVL 1d) captured from
the CCP

e Specific action like =New Enroll

e [nput pointing device

e Session ID (which 1s currently shared
between the server & user)

Example of Complex Security Questions
What was the color and type of your first car?

N

S

The webserver keeps a counter of how many
times the user fails to enroll the CVL profile.

After a pre-specified number of fail attempts,

the webserver will prompt the user to choose
Point & Click Image (PCI) as the 2™ factor
authentication.

™~

TN

Webserver prompts the user to
create Point & Chck Image as
their 2™ factor authentication

!

NO

Fails Emroll PCI
pre-specified

number of tmes

Success?

l Yes

BSR deletes user’s incomplete CVL
profile and PCT backdoor (if complete)

2 l

Fiqure 8.2: Point & Click Image (PCI}) as 2nd
Factor Authentication (When CVL profile fails to
enroll as the 2nd Factor Authentication)

Webserver prompts the user to
create Complex Security

Questions as their backdoor

A 4
NO

> END




U.S. Patent Aug. 23, 2011 Sheet 13 of 26

US 8,004,491 B2

[0008.3] FIG. 8.3 is a flow diagram showing a typical CVL Enroliment with a remote Web Server / Application Server.

Enter UserlD & Action

Biometric Signature Registry (BSR)

w I ----- I
b N di— | .
"opin orrolling profls for Usarﬂi?sfsese1- ------ . | |
Direction: Please enter vour User Reftie comagten i | I § .
ID and click en action button below |—-—-- i : CPU e - g :
I I I
. : Intranet/Internet ! : 12 :
UserID:| Jeff @comeast.com | Secure Channel :—-P L - | :
. , /
! I
|
R [ lidte ] .
d Step d c*mmfastcﬂﬂ'iﬁ Web Server/
N R= “90197ca .. 732" | Application Server
7 Lsoanoos 2 =i e —
H0/24/2006 2:35 p.m. <,_,-,_mp | . <5 on _;}
oo S : i Userl = Hefi@ooimeast. com™
| | | waddiionalintormation |
! I 7 : B L e
roTT T 7 : | '
! ! I E: : =
| , 2 : !
1 CPU k=== ] I
I : I e 1
! I I 1; I | !
b=m——-- o | |
! I I :
! | | .
I L |
—————————————————— I
\ '
|

o
e -
«q* u
P 1.‘:‘
s
)
-.-\."“'1"'-1

B
#########

UserlD: feff@comcasi.com

Step 1: Select 3 or more

initials, characters, or shapes :
to use as your personal 1D /_

(Please statien your wrist on
the mouse pad, use only vour
palm & fingers to move your

' pointing device).

208

Vo o T T

Next

OK
Clear E

| Secondary Vo |
1 1 I
sorage 11|}
|____.= Z :

Sy ¥ |

N I

ImT T [ o !

: I | o ,

y CPU r---_ _Z__,

-

UserlD: Jeff@comcast.com

CVL Enrollment — Step 1.0

CVL Enrollment — Step 1.1

Figure 8.3: flow diagram showing a typical CVL Enrollment with a
remote Web Server or a remote Application Server.




U.S. Patent Aug. 23, 2011 Sheet 14 of 26 US 8,004,491 B2

[0009] FIG 9.1 18 a tlow chart tor validating a user with 2nd Factor Authentication in the System

Webserver receives response message back
from the BSR using method in Figure 7.1

Base on RV values received at Figure 7.2,
The BSR then determines what kind of 2
FA, the user has

No
A
Prompt the user to enter information below to begin Prompted to step Prompt the user to select the
inscribing CVL 1dentifier. 801in Figure 8.0 chosen image in the list of images

e (CVL Capture Program (CCP)
e [nput device (1.e. Mouse. Stvlus/Touchpad)

#l
Begin inscribing CVL profile for

the given device at the end-
user’s side

'

Signature Capture Program (SCP) sends this User begins accessing Webserver receives the following
information/data to the webserver to validate [nternal Network information submitted by the end-user
the trial signature T e session ID (which 1s currently shared
* Signature drawn from the SCP between the webserver & user)
»  Specific action = Validate e UserlD
* device (1.e. Mouse, Stylus/Touchpad) e Image Name
»  gsession [D (which is currently shared » Series of coordinate chosen & clicked
between the webserver & user)

®
Yes Yes
' D
attempts Jlattempts”
Begin prompting the

Go to step 801 in
the Figure 8.0

»  user for backdoor
information

A

Go to step 801 in
the Figure 8.0

FIG 9.1: Process of Validating a user with 2nd Factor
Authentication in the System
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[0009.1] FIG. 9.2 is a flow diagram of the steps involved in a typical CVL Validation/Verification with a
remote Web Server or a remote Application Server.
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[0010.1] FIG. 10.1 1s a tlow chart of the algorithm used to enroll the trial collection of points to create a stored
Point and Click (PCI )collection of points.
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the images, the 1D of the image

15 then sent to the webserver,
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BSR
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11ned
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User can click some points on the original image?
=» Flash records in order the coordinates of
those clicked points from the user.
=» The user clicks Submit button to send these
points to webserver, the webserver then forwards
1t to the BSR

FIG 10.1: Algorithm to enroll the

trial collection of points to create

a stored PCI collection of points.
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[0010.2] FIG. 10.2 15 a sample screen shot of the computer application to enroll the trial collection of points to
create a stored Point and Click (PCI )collection of points.
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- FIG 10.3 detines the algorithm to calculate the coordinate position (in pixel unit) ot given clicked points
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[0011.2] FIG. 11.2 18 a sample computer screen shot of the Computer Interface to Verify the trial collection of

points against the stored PCI collection of points.
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[ 0012] FIG 12 is a flow chart of User begins using backdoor to
the Back door scheme used to reset 2™ FA for a given device
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[0013.1] FIG. 13 example screen shots of the “push down™ technique, which uses only the palm and fingers to
move the cursor of the pointing device to inscribe with this defined anatomical technique.

Using the push down technique, the The palm ingers are the ri. : The palm & fingers a]_'e at the left
" most range of motion arc

palm & fingers are in the center of most range of motion arc o verment
. MNnov .
the ran ge of motion arc movement, movement,

e

FIG 13: Example of the writing surface and the position of the wrist and the range of motion arc from the palm
and fingers.
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FI1G 14: Example of the range of motion arc from the palm and fingers as drawn with an input pointing device
(mouse)

,m S e 4
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N ; . 1 | e
: N s e S20T058 § g0 oo o NS || | N o wme SN
FI1G 14.1a: The cursor 1s at the left F1(G 14.2a: The cursor is at the F1G 14.3a: The cursor 1s at the
most position with the center location with the right most position with the
corresponding mouse movement on | corresponding mouse movement on | corresponding mouse movement
Figure 14.1b Figure 14.2b on Figure 14.3b

% E

ey o R nn o b 2

R X N R N § ) N SN
FIG 14.1b: The mouse movement | FlG 14.2b: The mouse movement F1G 14.3b: The mouse movement
is at the left most range of motion. is at the center of the range of 1s at the right most range of motion.

E% motion,
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[0015.1] FIG. 15.1 Algorithm to describe how an Identity Reputation Score 1s created using other
identity databases

e mmmm e |
w User completes . Dataiskeptina
enrolling a user_account , database (db) by |

' !

. |

User.confirmed=0 the webserver

Choose to verify with
other database to become

1 confirmed user?

m Yes

Identity Checking
e Background checking
o Age
o Credit
o Address
o Email
o Sexual Predator History

¢ Phone Call
e Knowledge Based Questions

No
User 1dentified as a valid,

legal person according to
pre-determined criteria?

! Dataiskeptina |
[@’\ Yes  database (db) by :
! the webserver
User.confirmed=1 S |

END
(User’s reputation score 1s

assigned with the value of 1)

END
(User’s reputation score is
assigned with the value of 0)

1 User.confirmed=1 1 User.confirmed=0
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Figure 15.2 Algorithm for increasing a user reputation score after the user has been confirmed and has a
reputation score being at least 1 (as illustrated 1n FIG 15.1)

m (UserA completes user (UserB completes user E
account regigfration) .. J_._._..._. : account regisfration) . | _J_._._._._._._.._._.
! ! E !

] UserA.confirmed=X | UserB.confirmed=Y (where

: Y 1s an positive integer value |
L e e 2
h 4

UserA chooses to confirm
that he or she knows UserB
1s a valid, legal person by

clicking on a link ‘ .ﬂ

Display dialog box with error message to UserB:
No “Your Reputation Score need to be above 1 1n order to
be confirmed by other user. Please click here to verify
with other database to become a confirmed user.

2 Yes

UserB Reputation
Score is > 17

Display dialog box with error message to
UserA Reputation No UserA: “Your Reputation Score needs to ®
Score 1s = 17 be at least 1 in order to confirm other
users. Please click here to verify with
Yos other database to become a confirmed user.
UserA is in the list of Display dialog box lﬁflth error
Yes message to UserA: " You can not
peole who confirmed 9

give Reputation Score to the same

UserB before? L,
user twice

Add UserA to the list . Datais keptin a
of people who , database (db) by

confirmed UserB. the webserver

) ¢ e v

END
(UserB’s reputation score 13 END |
incremented bv 1) (UserB Reputation Score
e o 1 remains the same)
. UserB.confirmed=Y+1 ! P -
Srmrmrmrmm s ! ' UserB.confirmed=Y !



U.S. Patent Aug. 23, 2011 Sheet 26 of 26 US 8,004,491 B2

[0016.1] FIG. 16.1 examples of how the 1con and the Reputation Score appears after the confirmation of the
ldentlty checking.
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SYSTEM FOR AND METHODS OF STORING
AND COMPARING COMPUTER GENERATED
CONTINUOUS VECTOR LINES THROUGH A
NON-SECURE OR A SECURE
COMMUNICATION CHANNEL

CROSS-REFERENCE TO RELATED
APPLICATION

This 1s a Continuation of application Ser. No. 10/957,581
filed Oct. 5, 2004 now U.S. Pat. No. 7,663,614 and entitled

“Method for Storing and Comparing Computer Generated
Lines”.

TECHNICAL FIELD OF THE INVENTION

The present invention 1s directed to an automated computer
based verification system of and method for performing an
analysis of two continuous lines consisting of more than a
single point to form a continuous line generated from the
same user, from any computer pointing device, such as a
mouse, stylus, touchpad, eraser stick, trackball, joystick, digi-
tizer tablet pen or any physical input such as a finger or input
from other body movements, or input from electrical current
or 1mpulses, or mput from human or mechanical sound
waves, 1n a specific format and comprised of 2 main pro-
cesses: Enroll a Profile and Verily against a Profile. The user
1s given instructions to begin use of the system as follows:

1. In the enroll process, a user uses an available input device
(such as computer keyboard, finger, soit keypad, or any
other input from body movements or input from electri-
cal current or mmpulses, or mput from human or
mechanical sound waves), or through a token (such as
credit card, USB token, which can be carried around by
user), which 1s capable of sending the unique 1dentifier
or reference code (such as a personal identification num-
ber (PIN), or password or other secret code) to the physi-
cal machine by making a contact or contact less.

11. A user then selects the name of the pointing input device,
which 1s capable of capturing the Continuous Vector
Line (CVL) identifier (such as a mouse, stylus, finger,
touch pad, joystick, or other advanced pointing input
device) from a radio button list or drop down list, or
using a method where the capture pointing input device
can be determined automatically.

111. Using the pointing input device that was selected in step
11 above, the user then completes inscribing a CVL 1den-
tifier, which 1s comprised of 1 or more (CVL’s), accord-
ing to certain criteria and istructions provided. The user
moves the pointing input device using the “push down”
technique according to the instructions provided so the
wrist remains stationary and only the palm and fingers
move the cursor on a draw-able area shown on the dis-
played screen of the user’s collecting device.

1v. The user then submits the information 1 step 1 and 11 by
clicking on the “Enroll” submit button, which sends the
input into a server, or local running active content.

v. User’s who select computer pointing devices like a
mouse, stylus, eraser stick, touchpad, pen or finger are
taught to grasp the pointing device 1n a specific anatomi-
cal way to capture certain physical biometric data and to
ensure repeatable movement of the pointing device.

v1. The user submits their unique completed CVL identifier
to the server, or a local running active content by clicking
on the “Next” button and repeating this process of cre-
ating a CVL 1dentifier a specified number of times to
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2

create a CVL profile unique to that user and submitting,
the CVL identifier to the server, or a local running active
content.

vil. The user may view his CVL identifier on the displayed
screen ol the collecting device, or elect to use mvisible
ink, which does not display the CVL 1dentifier on the
screen of the collecting device, or use some combination
of visible and invisible 1nk.

viil. The CVL profile can be stored in an encrypted or
unencrypted form 1n the computer registry, or memory,
or database, or any computer storage device. Subsequent
CVL identifiers generated by the same user using any
computer pointing device are also stored 1n the computer
registry, or memory, or database, or any digital storage
device to enable the immediate comparison of the CVL
identifier generated at time 2, to the CVL 1dentifier or
CVL 1identifiers 1mn the CVL profile generated and
recorded at time 1.

1X. During the enrollment, 11 the user enters an inconsistent
CVL identifier according to pre-determined specifica-
tions, the user 1s asked to re-inscribe and submit a con-
sistent CVL 1dentifier to the server, or local running
active content.

X. If the user 1s unable to submit a consistent CVL identifier
after a pre-determined number of attempts, they will be
automatically directed to use another approach to enroll.

x1. Adter the automated computer based verification system
has completed 1ts analysis of the two continuous lines
and they meet a threshold match the user 1s directed to a
next action automatically or by using a menu drop down
box where they select by clicking with their mouse or
keyboard or other input device to launch an application
or action. The user must complete an enrollment process
which involves the use of a reference number and the
downloading of an add on like an Active X or a product
that does not require an add on to enable the automated
computer based verification to collect and analyze
threshold matching data and communicate these results
to the user or other party.

Verity Against a Profile:

x11. The user follows the same procedure as Enroll a profile
except they only need to provide their reference ID and
verily against their stored CVL profile once successtiully
to be permitted to move to the next action. The server

does the consistency analysis for the new submitted
CVL identifier at time 2, to the CVL 1dentifier or CVL

identifiers 1n the CVL profile, which 1s identified by the
reference code, generated at time 1. If the user 1s unable
to submit a verifiable CVL they are automatically re-
directed to the other enrollment process they chose dur-
ing a previous enrollment process.
The storing of collected data points that represent CVL made
previously 1s kept 1n a database, registry, or memory and
processor like a computer that can be encrypted and accessed
by using a reference number or other unique i1dentifier either
locally or remotely through any wired or wireless medium
such as the Internet, secure File Transier Protocol (SF'TP)
server, cellular network or other communication connection
to enable the comparison of the new generated CVL to the
CVL or (CVL’s) to CVL’s generated previously. The trans-

mission of the continuous line generated from the user at time
1 and time 2 1s sent to the central server or registry or to alocal
machine configured to act as a server control using secure
method of encryption such as Secure Socket layer (SSL),




US 8,004,491 B2

3

Public Key Infrastructure (PKI) or Advanced Encryption
Standard (AES) or similar secure method.

BACKGROUND OF THE INVENTION

The process of visually comparing two continuous lines for
equality 1s well-established. For example, a person 1s asked to
write a continuous line on one sheet ol paper and then 1s asked
to write the same continuous line on a second sheet of paper.
By visually comparing the two continuous lines, 1t can be
concluded either the two lines are similar or not similar. The
visual comparison 1s time consuming and can result 1n com-
parison errors due to human factors. The two continuous lines
can be electronically generated and compared using an auto-
mated computer based verification system.

A computer mouse, stylus or a digitizer tablet are known
for data input applications. Typically, a mouse or a digitizer
tablet 1s used for capturing primarily spatial and sequential
information. When a mouse 1s moved or something 1s written,
on a digitizer tablet, the output 1s a parametric representation
of the movement; that 1s, the writing 1s represented as a series
of X, vy coordinate values as a function of time. This feature
may be applied to other gathering functions.

The accuracy of an automated computer based verification
system relies on the mathematical algorithms and methods of
comparing two continuous lines. Today, there are companies
who have developed their own automated computer based
verification system, but these systems make mistakes 1n rec-
ogmzing the differences between two continuous lines and
fall short in establishing whether the same user generated
both lines. The use of a pointing device like a mouse or stylus
to iscribe input into these systems allows for a wide variation
of mput because the arm and wrist movements can act as a
tulcrum etiect. The resulting input allows wide variance and
limits ability to reproduce input 1n a repeatable fashion. The
present invention teaches the user to use a constrained ana-
tomical position with their wrist and arm thus reducing the
wide variance seen with other systems. The present invention
corrects for these wide variances and the input can be further
analyzed by biometric indices like size of hand and maximum
motility reach to create a more reliable and repeatable input to
help confirm the matching of two continuous lines.

Further, existing methods do not adequately secure the
transmission of the data or packet of information between the
point of generation and the receipt of this input at a web based
server or device consisting of a memory and processor. Infor-
mation sent over the Internet or telephone lines can still be
intercepted and subsequently utilized for fraudulent means.
The security of a users’ PIN, password or other personal
information 1s increasingly becoming compromised by hack-
ers who steal users’” identities after they hijack their PINS and
passwords especially when using the Internet. PINS, pass-
words, tokens, smart cards are all incapable of authenticating,
the real user reliably because they can be stolen, lost or
borrowed, thereby allowing fraud and misrepresentation. The
data that 1s stored 1n a registry or database 1n a server 1s also
not adequately protected by encryption and does not have a
reliable secure method of authenticating the actual user or
administrator who desires to access the data.

Furthermore, there 1s a cost associated with loss of personal
data, credit cards, account information and other fraudulent
actions caused by the theft of these 1items when a user 1s
online. Accordingly, 1t 1s an object of the present invention to
provide a quick and secure online method of 1dentification,
which 1s accurate and cost effective.

What 1s needed 1s a method for collecting the parametric
representation of the movement of any computer pointing,
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device, such as a mouse, stylus, touchpad, eraser stick, track-
ball, joystick, digitizer tablet pen or any physical input such as
a finger or iput from other body movements, or input from
clectrical current or impulses, or mput from human or
mechanical sound waves. The input 1s collected 1n a specific
format and at certain time intervals and uses the collected
parametric representation to generate certain differentiating,
factors to provide a highly reliable technique for comparing
two continuous lines. Further the data that 1s transmaitted from
a user at point A needs to be sent to a server or registry at point
B using secure methods like PKI. Once this data 1s stored 1n
the registry or server, access to 1t needs to be based on an
authentication method using a unique quadrant array analysis
as referenced 1n our Ser. No. 10/957,581 patent Pending filed
Oct. 5, 2004 and entitled “Method for Storing and Comparing
Computer Generated Lines”. The quadrant array analysis of
comparing two continuous lines referenced in Ser No.
10/95°7,581 and the other methods of collecting and analyzing
data described 1n claims 1-33, can include the use of biomet-
rics generated from any computer pointing device, such as a
mouse, stylus touchpad, eraser stick, trackball, joystick, digi-
tizer tablet pen or any physical input such as a finger or input
from other body movements, or imnput from electrical current
or impulses, or input from human or mechanical sound
waves. Furthermore, with the increasing use of the Internet
for a myriad of applications and transactions, verilying accu-
rately and reliably a user’s identity on-line 1s particularly
desirable.

SUMMARY OF THE INVENTION

In accordance with the present invention there 1s provided
a system for and a method of storing and comparing computer
generated vector lines through a secure communication chan-
nel. It relates to storing collected data points from any com-
puter pointing device, such as a mouse, stylus, digitizer tablet
or any physical input such as a finger or electrical current 1n a
specific format, and more specifically, the comparison of two
continuous vector lines generated by a mouse, or any other
input or pointing device. The storing of the collected data
points that represent a set of data points at time 1, 1s keptin a
data base or registry that can be encrypted and accessed by
using a reference number, the generation of a continuous line
that achieves a matched threshold level required for access
permission or other unique identifier either locally or

remotely using the Internet, secure FTP server, cellular net-
work or other secure communication connection to enable the
comparison of the new continuous line generated at time 2, to
the continuous line generated at time 1.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features and advantages will be apparent from the
following detailed description, given by way of example, of a
preferred embodiment taken 1n conjunction with the accom-
panying drawings, wherein:

FIG. 1 1s a flow diagram describing the method for the user
to enter their unique 1dentifier to a form in the local computer
system.

FIG. 2 1s a flow diagram of a typical Local Single System/
Server CVL Enrollment to the local server (which 1s com-
posed of 1 or more local active content).

FIG. 3 1s a flow diagram of a typical Local Single System/
Server CVL Verification to the local server (which 1s com-
posed of 1 or more local active content).
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FIG. 4 1s a flow diagram detailing how a user 1s allowed
access to a local computer upon successtully verifying their
CVL 1dentifier.

FIG. 5.1 defines the algorithm to calculate the coordinate
position (1n pixel units) of a CVL identifier 501, from the
beginning to the ending of the mscription.

FI1G. 5.2 1s an example of a Continuous Vector Line (CVL)

FIG. 5.3 1s an example of a CVL Identifier

FIG. 5.4 1s an example CVL Profile, which consists of
“pre-determined” CVL Identifiers

FIG. 6.1 1s Communication scheme 1n the enterprise net-
work between 3 entities: CVL Capture Program,
webserver(s) or application server(s), and Biometric Signa-
ture Registry Server (BSR Server)

FIG. 6.2 1s flow diagram showing Biometric Signature
Registry Server working as a web service

FI1G. 7.1 1s a flow diagram showing the return value (RV)
from the BSR upon recerving the given UserlD & device
name & the request from the webserver to query what type of
2nd Factor Authentication and backdoor.

FI1G. 7.2 1s a flow diagram showing the action, performed

by the web server and upon receiving the return value (RV)
from the BSR 1n Step 711 1n FIG. 7.1

FIG. 8.1 15 a flow diagram of Using a CVL Profile as 2nd
Factor Authentication

FIG. 8.2 15 a flow diagram of a Point & Click Image (PCI)
as 2nd Factor Authentication when initial enrollment and a
CVL profile fails as the 2nd Factor Authentication

FIG. 8.3 1s a flow diagram showing a typical CVL Enroll-
ment with a remote Web Server/ Application Server.

FI1G. 9.1 1s a flow chart for validating a user with 2nd Factor
Authentication 1n the System

FI1G. 9.2 1s a flow diagram of the steps involved 1n a typical
CVL Validation/Verification with a remote Web Server or a
remote Application Server.

FI1G. 10.1 1s a flow chart of the algorithm used to enroll the
trial collection of points to create a stored Point and Click
(PCI) collection of points.

FI1G. 10.2 15 a sample screen shot of the computer applica-
tion to enroll the trial collection of points to create a stored
Point and Click (PCI) collection of points.

FIG. 10.3 1s an algorithm to calculate the coordinate posi-
tion (1n pixel units) of given clicked points 1n the PCI image.

FIG. 11.1 1s a flow chart of the Algorithm to validate the
trial collection of points against the stored PCI collection of
points

FIG. 11.2 1s a sample computer screen shot of the Com-
puter Interface to Verily the trial collection of points against
the stored PCI collection of points

FI1G. 12.1 1s a flow chart of the Back door scheme used to
reset 2nd Factor Authentication

FIG. 13 1s an example screen shots of the “push down”
technique, which uses only the palm and fingers to move the
cursor of the pointing device to inscribe with this defined
anatomical technique.

FIG. 14 1s an example of the range of motion arc from the
palm and fingers as drawn with an nput pointing device
(mouse)

FIG. 15.1 1s an algorithm to describe how an Identity
Reputation Score 1s created using other identity databases

FIG. 15.2 1s an algorithm for increasing a user reputation
score after the user has been confirmed and has a reputation
score being at least 1 (as illustrated in FIG. 15.1)

FI1G. 16.1 1s examples of how the icon and the Reputation
Score appears aiter the confirmation of the identity checking.

FI1G. 16.2 1s an example of identity reputation of a user that
1s depicted everywhere a UserID appears 1n the webserver.
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DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 1s a flow diagram describing the method for the user
to enter the unique 1dentifier to a form 1n the local computer
system. The beginning registration operation executes at a
client computer or processing device. The user 100 follows
instructions 101 using a physical input method or a contact
less mput described 1n 102. After the user iputs their refer-
ence code such as a personal identification number (PIN), or
password or other secret code 103 1n the space provided,
using the available input device 102 and the selected Pointing
Input Device 104, the user selects Enroll 105 and the input 1s
sent onto a local server 107. If they have already enrolled
previously the user selects Validate 106. In either case the
unmque 1dentifier 1s sent to local server 107.

FIG. 2 1s 1llustrating the process of “Enrolling a Profile” 1n
a local server. After the user has completed mputting their
unique 1dentifier or secret code 103 and selecting Enroll 105
or Validate 106 and the mput 1s sent to the local server 107,
they are given 1nstructions on how to create their secret code
using a Continuous Vector Line (CVL) 203 and how to use the
drop down technique 203. After correct positioning of their
wrist and using only their palm and fingers the user selects
OK 204 to begin inscribing their first (CVL) (a sample of
which 1s shown 1n object 205b6), on the draw-able area 2035
using visible or invisible ink selected 1n 206. Using the point-
ing device selected 1n 104, the user clicks the Next button 209
after each CVL 1dentifier 205 1s formed. The inputted CVL
identifier 205 1s sent to the local server 212 or remote server
210. It the user makes a mistake they select the Clear button
208 to begin again. After each successtul mput of a CVL
identifier 205 1s drawn, the enrollment process 1s aided by
sequential numbers that light up 207. I the user 100 draws a
CVL 205 that falls outside a pre-determined limit of consis-
tency versus the previous CVL, amessage pops up 213 asking
them to iscribe again to be more consistent. After the user
successiully completes theirr umque CVL profile three times
as shown in FIG. 5.2, their CVL profile 1s complete and
automatically sent 1n a specific format to a database or regis-
try 212, 210, through a secure communication channel
described in FIG. 6.1.

FIG. 3 illustrates the process of “Verilying Against a Pro-
file” with the local server. In FIG. 3, after a user 100 has
enrolled previously (see FIG. 2), they will view the site con-
taining instructions 301a, which executes at a user’s com-
puter or processing device 300. To begin the user reads the
instructions 301q and then enters a reference code 3015 such
as a personal i1dentification number (PIN), or password or
other secret code using any of the available mput devices
301c. After their reference code 1s inputted, the user selects an
input device from a drop down list menu 301¢, selects Vali-
date 302 and 1s given 1nstructions how to create their secret
code CVL identifier 305 and how to use the push down
technique 303. The user selects OK 304 and begins to inscribe
their CVL 1dentifier 3056 on the draw-able area 305 using
visible or invisible ink selected 1n 306. Using the pointing
device selected the user selects the Next button 309 after they
have 1nscribed their CVL 1dentifier 30556. The inputted CVL
identifier 1s then sent to the server or a local running active
content 310, 312.

FI1G. 4 1s a flow diagram describing the process that occurs
after the user has selected the NEX'T button 309 in FIG. 3, and
the mput 1s sent to the local server 312 to be compared to the
stored previously created CVL profile (see FIG. 5.4). The
server 312 does the consistency analysis for the new submit-
ted CVL 1dentifier 30554 at time 2, to the CVL 1dentifier 30554
or CVL identifiers 39556 1n the CVL profile (see FIG. 5.4),
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which 1s 1dentified by the reference code 3015, generated at
the time 1. The user 1s then presented with a message 400 or
400q after the CVL 3055 has been compared to the stored
CVL profile (see F1G. 5.4) and if the new CVL 1dentifier 30556
falls within a certain threshold matching method (as
described 1n “Function 17 below) the user selects the OK
button 401 and asked for anext action from a drop down menu
402 or 1s automatically directed to a new site or prompted for
anext action 402, or 1s asked to Validate 106 again by mscrib-
ing a more consistent CVL 1dentifier 502. If the user does not
successiully Validate 106 after three attempts they are
directed to another enrollment method described 1n FIG. 8.1.

If the user completes a successiul Validation 106 their
message says congratulations 400 and they are asked to click
on the OK button 401, to view the list of next step(s) 402. If
message 400 appears the user has the permission to do a next
action such as viewing the content of a document, accessing
authorized users only sections on the local machine or on the
network, or approval of a transaction 402.

Function 1: Computes the matching score between a newly
submitted CVL i1dentifier and the CVL profile

Function computeScore (new_CVL_identifier, CVL_pro-

file)
If (CVL_profile only have 1 CVL 1dentifier)

Score=percentage different score between the new

submitted CVL i1dentifier at time 2 and the only one
CVL identifier recorded 1n the profile

Else

Score=value, which 1s calculated based on percentage

different score between the new submitted CVL
identifier at time 2 and each of the CVL i1dentifier
recorded in CVL profile.

End IT

Return Score;

End Function

FIG. FIG. 5.1 defines the algorithm to calculate the coor-
dinate position (1n pixel units) of a CVL 1dentifier 501, from
the beginming to the ending of the inscription. As the user
inscribes their CVL Identifier 501 from the input or pointing
device 104, each clicked point of their CVL 1dentifier 501 1s
recorded by a coordinate pixel 287.91 beginning with the first
clicked point 287.91 to the last clicked point 312.64. The
drawable area consists of countless pixel points beginning 1n
the left hand corner as 0,0 510.

FI1G. 5.2 provides examples of the data structure of a Con-
tinuous Vector Line (CVL), CVL Identifier and a CVL Pro-
file. The CVL #1, #2, #3 consists of a series of points that have
a start and a finish 1-4. Any point 1, beyond a single point 2,
3. 4 1s considered a continuous line CVL #4, CVL #5, CVL #,
CVL #7, CVL#8. In FIG. 5.2 a CVL Identifier represents a
finished series of points that make a continuous line to
become a completed inscribed object for the user. In FI1G. 5.3
the CVL Profile consists of a number of CVL i1dentifiers (in
this instance 3 CVL’s) that become the profile that 1s stored in
secondary storage 210.

FIG. 6.1 describes the process of the how the communica-
tion process works between the CVL Capture program, web
server(s) or application servers and the Biometric Signature
Registry (BSR server).

FIG. 6.2 describes how the Biometric Signature Registry
(BSR) server works. The BSR server may be a separate physi-
cal computer system, which includes:

Function & library (in BSR Server Module 622) to verily

user’s CVL profile (see FIG. 5.4).

The Profile Database 625 (which contains the relations

between 3 different schemes)
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User’s CVL profile (see FIG. 5.4)
Point & Click Image (see FIG. 10.2)

Complex security questions (see FIG. 8.2)
Check against other 1dentity database for validity 628
Backdoor options (see FIG. 12.1), includes two types:

If the user 100 can enroll a CVL profile (see FIG. 5.4),
then the Point & Click Image (see FI1G. 10.2) will be
their backdoor (see FI1G. 7.1)

If the user 100 can not enroll a CVL profile (see FIG.

5.4), then the Point & Click Image (see FIG. 10.2)
scheme will be their 2nd factor authentication and

complex security questions will be their backdoor
(see FIG. 7.1).

The BSR 605 works as a web service 1n a separate physical
computer system (as shown in FIG. 6.2), which listens
on a TCP port 622 (a TCP port 1s a special number
present 1n the header of a data packet. TCP Ports are
typically used to map data to a particular process run-
ning on a computer) for incoming requests 621a origi-
nating from the web server 603.

The TCP port number 622 1s customized during setting
up the BSR 605 1into a new physical computer system.

Upon receiving a request 621a from the web server 603,
the BSR server 603 performs the following steps:

1. BSR server 605 spawns a worker (thread of pro-
cess) 624 to handle the request 621a.

2. Passes the data sent from the web server 603 to the
newly spawn thread of process 624

3. The BSR server 605 goes back to listen for addi-
tional requests.

In case of multiple concurrent requests 6215 to the BSR
server 605, there 1s a mechanism 623 in the BSR
server 605 to queue all the requests to the BSR server
605 and handle them accordingly within the steps as
described above.

The BSR 605 should not interact directly with the end-
user 100. All incoming request 621a from the user 100
pass through the web server 603 and the webserver
603 then forward all incoming requests 621a to the
BSR 605, See FIG. 6.1.

The BSR 603 processes the incoming requests 621a and
then sends the response back to the web server 603.
The webserver 603 then determines the user’s 100
next actions 402.

FI1G. 7.1, FIG. 7.2 are flow charts that describe the process
of operation when a user establishes a unique SessionlD 803
(Session ID 803 1s a unique string, which 1s first created when
the user 100 visit the web server 836. The SessionlD 803 1s
used by the web server to identily user’s preferences, or
authorization level) with the web server by completing reg-
istering their reference 1D code 103 which 1s considered the
1 st factor authentication 710. After selecting the Enroll 105 or
Validate buttons 106 (see FIG. 1), the web server 603 sends
the UserID 103, pointing selected input device 104 and the
SessionlD 803, as a message to the BSR 605 to query what
2nd factor authentication (see FIG. 1) and back door (see FIG.
7.1) has been previously selected by the user or whether they
have selected these variables yet to complete the Enrollment
and Validation process.

The Return Values each 701 in FIG. 7.1 & FIG. 7.2 are
comprised of the following example schemes:

Note: We use the scheme of a binary number system to

describe the status of the second factor authentication

(see FIG. 1) & backdoor information (see FIG. 7.1) fora

given UserlD 103 & Device Type 104 with 5 digits:

11111
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XXXXI1[] Right most digit 1s 1 1f the User 100 has
completed BioSig-ID as second factor authentication
(see FIG. 1)

XXX1X [] Second right most digit 1s 1 11 the user 100
has completed PCI (see FIG. 10.2) as the backdoor (see
FIG. 7.1)

XX1XX [] Middle digit 1s 1 11 the user 100 has com-

pleted PCI (see FIG. 10.2) as second factor authentica-
tion (see FIG. 1).

X1XXX [ Second Leit most digit 1s 1 1f the user
completed CSQ (see FIG. 8.2) as the backdoor.
1XXXX [] Left most digit 1s 1 11 the user 100 has the

same Session 1D 803.

Thus here 1s the possible return of this function:

1. [ ] return 00000 11 the user 1n 100 doesn’t have any second
factor authentication (see FIG. 1) & backdoor (see FIG.
7.1), different Session ID 803 or no Session 1D 803

11. — return 10000 11 the user has incomplete CVL profile
(see FI1G. 5.4) as second factor authentication (see FIG.
1) & no backdoor (see FIG. 7.1) And same SessionlD
803

return 00001 11 the user has completed CVL profile
(see FIG. 5.4) as second factor authentication (see FIG.
1), butno backdoor (see FI1G. 7.1) & different Session 1D
803.
return 00001 11 the user has completed CVL profile
(see FIG. 5.4) as second factor authentication (see FIG.
1), incomplete PCI (see FIG. 5.4) as the backdoor (see
FIG. 7.1) & different SessionID 803
v. L] return 10011 1if the user has completed CVL profile
(see FI1G. 5.4) as second factor authentication (see FIG.
1), completed PCI (see FIG. 10.2) as the backdoor (see
FIG. 7.1) & same Session ID 803
FIG. 8.1 1s a flow diagram that 1llustrates the operational
process of how the CVL profile (see FIG. 5.4) 1s used as a
second factor authentication (see FIG. 1) and the steps
required to enroll the CVL profile (see FIG. 5.4) usinga CVL
Capture Program (CCP) 313 mvolving a downloaded pro-
gram like ActiveX 601 or a program that requires no down-
load like Flash 601. After the CCP 313 captures the CVL
identifier 311, the type of action like Enroll, the input pointing
device 104 used and the SessionlD 803, the information 1s
sent to the BSR server 603 11 1ts 1n a valid format or back to the
CCP 313 which prompts the user 100 for another CVL 1den-
tifier 311. The BSR 605 establishes whether the user has an
existing CVL profile (see FIG. 5.4) and 11 YES, 1t sends the
response back to the server stating that the user already has a

complete profile and they need to Validate instead of New
enroll. If the BSR 603 establishes that the user 100 does not

have an existing CVL profile 625, the BSR 605 sends back the
response to the web server 603 that the CVL profile 6235 1s
complete and will prompt the user to 1nscribe more CVL’s
3056 and once completed successtully then follow the pro-
cess as described. The BSR server 605 will check whether the
back door (see FIG. 7.1) has been completed for that unique
user 100 and 11 not sends a message to the server to prompt the
user to create a Point and Click Image (PCI) as their backdoor.

Time outs for the session are also described.
FI1G. 8.2 15 a flow diagram of a Point & Click Image (PCI)

(see FI1G. 10.2) as 2nd Factor Authentication (see FIG. 1)
when 1nitial enrollment and a CVL profile (see FI1G. 5.4) fails
as the 2" Factor Authentication (see FIG. 1). If the user 100
tails after a pre-specified number of attempts to either Enroll
105 or Validate 106, the web server 603 will prompt the user
100 to choose a Point and Click Image (PCI) (see FIG. 10.2)
as the replacement 2nd factor authentication (see FIG. 1). If

the user 100 successtully completes the PCI (see FIG. 10.2)
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they are fimshed with the enrollment and the BSR 603 stores
their CVL profile (see FIG. 5.4) and their (PCI) data (see FIG.
10.2). If the user 100 fails three attempts to Enroll 105 or
Validate 106, the BSR 605 sends a message to the web server
603 to prompt the user 100 to create Complex Security Ques-
tions (see FI1G. 8.2) as their backdoor (see FIG. 7.1). Once
completed, the user 100 1s finished this phase of enrollment.

FIG. 8.3 1s a flow diagram showing a typical CVL Enroll-
ment with aremote Application Server 603. After the user 100
has completed inputting their umique identifier or secret code
103 and selecting Enroll 105 similar to FIG. 2, the input
containing the specific action—Enroll 105, the UserID 103,
input pointing device 104 and other information 803 1s sent
through a secure communication channel 602 through the
Internet/Intranet 602 to the web server 603 or the application
server 603 and the web server or the application server 603
forwarded to the BSR 605. If the user profile 1s not found 1n
the BSR 605, the user 100 1s prompted to begin enrolling their
CVL profile (see FIG. 5.4) through the enrollment process
described 1n Steps 3 and 6 and similar to the process described
in FIG. 2.

After the user 100 successiully completes their unique
CVL profile (see FI1G. 5.4) three times as shown 1n FIG. 5.2,
their CVL profile and 310 1s complete and automatically sent
in a specific format to a database or registry 212, 210, through
a secure communication channel 602.

FIG. 9.1 1s a flow chart describing the process for validating,
a user with 2nd factor authentication (see FIG. 1). The user
100 validates the first factor authentication by entering their
reference ID 103. The user 100 clicks on the Validate button
106. The webserver 603 receives the response message back
from the BSR (as described in the method 1n FIG. 7.1) and
based on the returned value (RV), the BSR determines what
kind of second factor authentication the user has. If the user
has not previously enrolled with a second factor authentica-
tion (see FIG. 1), they are prompted to step 801 1n FIG. 8.1.

If the user 100 has CVL profile as the second factor authen-
tication, then they follow the step outlined 1n 911. If the user
100 has PCI profile as the second factor authentication, then
they follow the step outlined 1n 921.

FIG. 9.2 1s a flow diagram of the steps involved 1n a typical
CVL Validation with a remote Application Server 603. After
auser 100 has enrolled previously (see FIG. 2), they will view
the site containing 1instructions 301 which executes at a user’s
computer 100A or processing device. The user 100 reads the
instructions 101 and then enters a reference code 103 such as
a personal 1dentification number (PIN), or password or other
secret code using any of the available input devices 102. After
their reference code 103 1s inputted, the user 100 selects an
input device 104 from a drop down list menu 104, selects
Validate 106 and 1s given instructions 303 how to create their
secret code CVL 1dentifier 311 and how to use the push down
technique 303. The user selects OK 304 and begins to mscribe
their CVL 1dentifier 311 on the draw-able area 3035 using
visible or invisible ink selected 1n 306. Using the pointing
device 104 selected the user selects the Next button 309 after
they have inscribed their CVL i1dentifier 311 one time and
automatically sent 1n a specific format to a database or regis-
try 927a, through a secure communication channel described

in FIG. 6.1. I1 the user 1s unable to validate theirr CVL 1den-
tifier 311 to a CVL profile (see FI1G. 5.4) after three attempts,

the user 1s prompted to use their backdoor described 1n FIG.
12.

FIG. 10.1 1s a flow chart of the algorithm used to enroll the
trial collection of points to create a stored Point and Click
Image (PCI) profile. The user 100 starts the enrollment pro-

cess with PCI when the BSR sends the list of images to the
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webserver, which 1s then forwarded to the user. The user 100
chooses one of the images 1010, the ID of the image 1s sent to
the webserver 603, which 1s then forwarded to the BSR 605.
The BSR 605 sends the original 1 Image back to the webserver.
The webserver then forwards the image and the PCI Flash
application (see FIG. 10.2 & FIG. 11.2) to the user system
100A. On the PCI Flash application, the user 100 clicks on the
center of predetermined number of objects. The Flash appli-
cation records 1n order the coordinates of those clicked points
from the user 100. The user clicks the Submit button to send
these points to the webserver. The webserver then forwards it
to the BSR. If the attempt 1s valid by the user, the BSR records
the collection of points 1n the database and states the CVL
profile 1s complete and sends this message back to the web-
server. [T the attempt 1s not valid, the user 100 1s asked to click
more points on the original image again. After the predeter-
mined number of attempts has been reached, the user 100 1s
redirected to contact the administrator.

FI1G. 10.2 15 a sample screen shot of the computer applica-

tion to enroll the trial collection of points to create a stored

Point and Click Image (PCI) collection of points 62556. To
create a pomnt 1021, 1022, 1023, the user 100 clicks on the
image to leave a colored point 1021, 1022, 1023 at a place of
their choosing. They have the options of choosing up to 7
points. In this 1mage, three points (1021, 1022, 1023) have
been selected as the points to be captured to represent the
stored profile of the user. The user 100 selects these same
points three times and clicks the submit button after each
attempt. In step 2 and step 3, for each clicked points, the user
100 can be within a certain radius distance from the original
point chosen 1n step 1. In step 2 and step 3, if the user 100
clicks outside of the radius distance from the original points,
the user 100 will be asked to submit another set of points.
After successiul attempts, the number on 1024 will light up
and enlarge to show the user their current step. After 3 suc-
cessiul attempts, the user 100 1s sent a message 1012 indicat-
ing they have successtully enrolled a PCI profile 6255.

FI1G. 10.3 defines the algorithm to calculate the coordinate
position (1n pixel unit) of given clicked points 1n the PCI
image. The user 100 clicks on the center of a predetermined
number of objects designated by the red dots in FI1G. 10.3 with
their input or pointing device 104. The three points (305,123,
287,91,312,64) have been selected by the user 100, as the
points to be captured by the Flash application (see FIG. 10.2
& FIG. 11.2) and recorded by their pixel coordinates —305,
123, 287,91, 312,64.

FIG. 11.1 15 a flow chart of the Algorithm to validate the
trial collection of points (1121, 1122, 1123) against the stored
Point and Click (PCI) collection of points 6255b. The user 100
selects an 1mage 1110 from the image list 1110. The user 100
1s then 1nstructed to enter their sequence of points on an image
that appears 1n a distorted version as shown in FIG. 11.2. This
distorted image (see FIG. 11.2) 1s scaled down 90%-50%
from the original 1image (see FIG. 10.2) and 1s rotated ran-
domly and 1s transformed to represent a new 1image (see FIG.
11.2). The user 100 should click on the pomts (1121, 1122,
1123), they had previously selected in order and 11 the clicked
points fall within an acceptable region of the original 1118,
points (1021, 1022, 1023) and the order 1s correct, the BSR
605 then sends a message back to the web server 603 that this
PCI validation attempt 1s valid and the user 100 may proceed
to the next action 402.

FI1G. 11.2 1s a sample screen shot of a computer application
validating a stored PCI profile 6235b. The image shown on
FIG. 11.2 1s distorted and scaled down 90%-50% from the
original image (see FIG. 10.2) and 1s rotated randomly and 1s

transformed to represent a new 1mage (see FIG. 11.2). The
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user 100 1s asked to click 1n order the points on the center of
at least 3 objects that were selected previously during the

enrollment phase (see FIG. 10.1). If the user 100 has selected

the wrong 1mage or clicked the wrong set of points, or the
wrong order of points a pre-determined number of times, they
are asked to call the administrator 1119.

FIG. 12 15 a flow chart of the Back door scheme used to
reset second factor authentication (see FIG. 1). The user 100

1s asked to establish a unique SessionlD 803 and submuts their
UserID 710 and password 710 to the webserver 603. If this 1s
a valid User ID 710 and password 710 the user 100 1s auto-

matically directed to backdoor either with the PCI i step
1208 or Complex Security Questions 1n step 1204. I the user
100 was not enrolled in a backdoor (either 626a or 6265) for

that given device 711, the webserver 603 sends back the

message to the user 100 “No backdoor was found in the
database for the given UserID 7117, If the user 100 has
previously enrolled the backdoor (either 626a or 6265) for
that given device 711, they would follow the step outlined in
1204 & 1208. The user 100 1s prompted to complete step
outlined 1n 1204 or 1208 respectively, and if the user 100 1s
unable to complete either the step 1204 or 1208 after 3
attempts, they are requested to call the administrator 1210.

FIG. 13.1 shows an example of the push down technique
203, which uses the palm and fingers to move a pointing
device to inscribe a CVL 1dentifier (see FIG. 5.3) using this
defined anatomical technique 203. An example of the writing
surface and the position of the wrist and range of motion arc
from the palm and fingers 1s 1llustrated (see FI1G. 13.1).

FIG. 14 shows examples of the range of motion arc from
the palm and fingers drawn with an input pointing device (in
this instance amouse). F1G. 14.1a, 14.2a, and 14 .34 illustrate
how the user 100 draws lines indicated by the cursor (in this
instance an arrow) that corresponds with the mouse move-
ment 1llustrated 1n 14.15, 14.256, and 14.35.

FIG. 15.1 1s the algorithm to describe how an Identity
Reputation Score 1s created using other identity databases.
After the user 100 completes the enrollment process 1511 and
creates the user account, they may choose to verity their
identity with other 1dentity databases 1512. The other identity
databases will confirm identity through at least one of back-
ground checking, phone call, or knowledge based questions
1513. The user 100 1s first 1dentified as a valid, legal person
according to pre-determined criteria 1514. It the user 1s con-
firmed as a valid, legal person, their reputation score is
assigned with a value of 1 1515 and the user 100 becomes
confirmed 1516. If the user does not choose to validate their
identity with other 1identity databases, a reputation score of
1s assigned to the user 1517.

FIG. 15.2 1s the algorithm for increasing a user reputation
score after the user has been confirmed and has a reputation
score being at least 1 (as illustrated 1n FIG. 15.1). After the
UserA completes account registration 13521a, they can con-
firm that they know UserB 15215 as a valid, legal person by
clicking on a link 1522. After clicking on the link, the web-
server confirms that UserB 1523aq and UserA 1524a both
have a reputation score of 1 or more. I not, the respective user
1521a or 15215 1s sent an error message requesting further
action 15235, 15245b. If both users have the reputation score 1
or greater, the next step mvolves checking whether UserA
1521a, has confirmed UserB 15215 previously. IT UserA
1521a has confirmed UserB 15215 previously, an error mes-
sage 1s sent stating: ““You can not give Reputation Score to the
same user twice” 15255. If this 1s the first time UserA 1521a
1s confirming UserB 15215, the webserver 1526 automati-
cally accepts the confirmation and adds UserA 15214 to the
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list of people who confirmed UserB 1526. The webserver
then increments the Reputation Score of UserB 15215 by 1,
1527.

FIG. 16.1 1s examples of how the 1con and the Reputation
Score appears aiter the confirmation of the identity checking.
After the user’s Reputatlon Score 1s confirmed 13527, the
UserID or nickname 1601 1s assigned a Reputatlon Score
1602 that follows with an 1con (1n this instance 1s a star 16034,
16035). If the reputation Score 1s less than a pre-determined
number (in this instance 50) 16034, the color of the 1con 1s
different than the pre-determined number (1n this instance
greater than 50) 16035

FIG. 16.2 1s sample of a Reputation Score 1622 of a user
100 and the 1con 1623 that 1s attached along with the UserIDD
or mckname 1621 in the webpage 1620. After the user has a
Reputation Score, this score 1s added to their UserID or nick-
name 1621 1 every mstance of displaying UserID or nick-
name 1n a webpage.

What 1s claimed 1s:
1. A method of comparing two continuous vector lines
(CVL) including collected data points generated by a user
using a computer pointing device consisting of at least one of
a mouse, stylus, touchpad, eraser stick, trackball, joystick,
digitizer tablet pen or any physical input consisting of at least
a finger or input from a body movement, or input from elec-
trical current or impulses, or input from human or mechanical
sound waves and comprised of the following steps:
A. enrolling a profile 1s comprising of the following steps:
1. displaying an nstruction asking the user to:

a) the pointing device consisting of at least a computer
keyboard, a finger, a soft keypad, or any other input
from body movements or input from electrical cur-
rent or impulses, or input from human or mechani-
cal sound waves, or through a token consisting of at
least a credit card, a USB token, which can be
carrted around by user and which 1s capable of
sending a unique 1dentifier or a reference code con-
sisting of at least a personal 1dentification number
(PIN), or a password or a secret code to a physical
machine by making a contact or contact less;

b) choose a name of the pointing input device, which
1s capable of capturing the continuous vector line
(CVL) identifier from a radio button list or drop
down list;

submitting the information 1n step A..a. and A.i.b. by
clicking on a “enroll” submuit button, which sends the
input ito a server, or local runming active content;

111. grasping the pointing device by the user, which was
selected 1n step A.1.b above, and positioning a wrist of
the user to be pivoted for moving the pointing 1input
device on at least one of the table, writing surface or
on a mouse pad using a push down technique so the
wrist remains stationary on the writing area surface;

1v. using the pointing input device that was selected 1n
step A.1.b. above, the user then completes 1nscribing
said CVL identifier, which 1s comprising of 1 or more

(CVL’s), according to criteria and instructions pro-

vided, moving the pointing mput device using the

push down technique according to the instructions
provided so the wrist remains stationary and only the

palm and fingers of the user move the cursor on a

draw-able area shown on a displayed screen of a col-

lecting device of the user;
v. submitting a comple‘[ed CVL identifier to the server, or

a local running active content by clicking on a next

button and repeating this process of creating the CVL
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1dentifier a predetermined number of times to create a
user’s CVL profile stored in the server, or a local
running active content;

vi. viewing the CVL identifier on the displayed screen of
the collecting device by the user, or electing to use
invisible 1k, which does not display the CVL 1denti-

fier on the screen of the collecting device, or using a
combination of visible and 1nvisible 1nk;

vil. storing the CVL profile in an encrypted or unen-
crypted form 1n at least one of the computer registry,
or memory, or database, or any computer storage
device generating subsequent CVL identifiers by the
same user using any computer pointing device are
also stored in the computer registry, or memory, or
database, or any digital storage device to enable the

comparison of the CVL identifier generated at time 2,
to the CVL identifier inthe CVL profile generated and
recorded at a first time;

vii1. asking the user, during the enrollment, 1f the user
enters an inconsistent CVL i1dentifier according to
pre-determined specifications, to re-1nscribe and sub-
mit a consistent CVL 1dentifier to the server, or local
running active content;

1x. directing the user to another approach to enroll if the
user 1s unable to submit a consistent CVL 1dentifier
alter a pre-determined number of attempts Viii;

B. vernilying against a profile comprises the following

steps:
1. displaying an instruction asking the user to:
a)use any available input device including a computer
keyboard, finger, soft keypad, or any other input
from body movements or input from electrical cur-
rent or impulses, or input from human or mechani-
cal sound waves, or through a token including a
credit card, USB token, which can be carried
around by user, which 1s capable of sending a 1den-
tifier or reference code including a personal 1den-
tification number (PIN), or password or other
secret code to the physical machine by making a
contact or contact less;
b) choosing a name of the pointing input device,
which 1s capable of capturing the continuous vector
line (CVL) i1dentifier including the mouse, stylus,
finger, touch pad, joystick, or other advanced point-
ing mput device from a radio button list or a drop
down list;

11. submitting the information by the user 1n step B.1.a.
and B.1.b. by clicking on the validate submit button,
which sends the input 1nto a server, or local running
active content;

111. giving the user instructions to grasp the pointing
device, which was selected 1n step B.1.b above, and
position said wrist (to be the pivot for moving the
pointing iput device) on the table, writing surface or
on the mouse pad using the push down technique so
the wrist remains stationary on the writing area sur-
face:

1v. using the pointing mput device that was selected 1n
step B.1.b. above, the user completes mscribing the
CVL identifier, which includes 1 or more (CVL’s),
based upon a criteria and instructions provided and
moving the pointing mnput device using the push down
technique according to the instructions provided so
the wrist remains stationary so that the palm and fin-
gers move the cursor on a draw-able area shown on the
displayed screen of the user’s collecting device;
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v. submitting the completed CVL identifier to the server,
or a local running active content by clicking on the
“next button™;

v1. viewing the CVL identifier on the displayed screen of
the collecting device, or using invisible ik which
does not display the CVL identifier on the screen of
the collecting device, or using the combination of
visible and 1nvisible 1nk;

providing consistency analysis for the new submitted
CVL identifier at a second time, to the CVL 1dentifier
or CVL i1dentifiers 1n the CVL profile, which 1s 1den-
tified by the reference code, generated at the first time.

2. The method of claim 1 wherein said server includes at
least one running active contents or programs, which reside
on a local or remote computer system, the remote computer
system 1ncluding at least one computer, the main active con-
tent runming on the local or remote server adapted to create a
worker process or active content to handle each incoming
request and the main active content running on the local or
remote server adapted to listen for a new mcoming request.

3. The method of claim 1 wherein said step of both enroll-
ing and verilying includes collecting an ordered series of data
points, to form the CVL from the input device or the pointing,
device refers to a line generated by at least two points.

4. The method of claim 1 wherein said data point includes
X, y coordinates, and pressure and time collected at that point,
wherein the time collected includes real time recorded in the
computer system and/or relative time compared to the
recorded time of the first data point collected.

5. The method of claim 1 wherein said push down tech-
nique includes the step of the user creating input from the
pointing iput device using a defined anatomical technique
that limits the range of wrist and arm motion, thereby creating,
measurable limits 1n a users ability to physically move the
pointing input device and wherein the user stations the user’s
wrist and 1s limited to only using palm and fingers of the user
to move the cursor of the pointing device to inscribe, this
defined anatomical technique will reveal biometric param-
cters like hand size and maximum finger motility unique to
the user 1n a repeatable, reproducible fashion to help confirm
the matching of two continuous lines.

6. The method of claim 1 wherein said both enrolling and
veritying step includes a purpose that 1s defined as what future
action 1s expected including personal account access,
approval of a transaction, authentication of 1dentity.

7. The method of claim 1 wherein said transmitted infor-
mation in the CVL i1dentifier to the server further includes
information about the 1dentity of the device including a gen-
erated global unique ID (GUID), device information includ-
ing at least one of a media access control MAC address, or
CPU ID, network information including Internet protocol
address, and information about any installed software,
wherein the mformation 1s collected by the active content
including a library program running in the computer system
or an add-on to an Internet browser running in the computer
system.

8. The method of claam 1 wherein said CVL profile
includes information about the 1dentity or personal informa-
tion and behaviors about the user including a first name, a last
name, a home address, a social security number, and a time of
use.

9. The method of claam 1 wherein said draw-able area,
which allows the user to inscribe on, 1s further divided into a
pre-determined number of sections and wherein the behav-
ioral information includes the predetermined number of sec-
tions indicating where the user begins and ends each 1ndi-
vidual CVL drawing and a pattern of each individual CVL.
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10. The method of claim 1 wherein said CVL profile 1s
adapted to be stored 1n a digital storage device including a
credit card or a USB token or a chip adapted to be implanted
in the user.

11. The method of claim 1 where said information which 1s
transmitted between the local system and the local sever, or
the remote server, stored, or loaded in the same local machine,
or memory, or external storage device 1s adapted to be
encrypted by using symmetric cryptographic algorithms
including data encryption standard DES, advanced encryp-
tion standard AES or public key infrastructure (PKI) cryptog-
raphy including secure sockets layer SSL, rivest, shamir and
adleman RS A, digital signature algorithm DSA, elliptic curve
cryptography.

12. The method of claim 1 wherein said step of collecting
data points that form a continuous line at the first time are
mapped according to a pre-defined one-way conversion
method at a second time for storage and/or further compari-
son of two CVLs.

13. The method of claim 12 wherein said pre-defined one-
way conversion method 1s using quadrant analysis according
to the pseudo-code:

for 1=0 to N-1

xVal=x[1+1]-x[1
yVal=y[i+1]-y[1
QARRAY[1]=QUAD__1
if (xVal>0 && yVal>0)
then QARRAY[1][=QUAD__1;
else 11 (xVal<0 && yVal>0)
then QARRAY[1][=QUAD_ 2;
else 1 (xVal<0 && yVal<0)
then QARRAY[1]=QUAD__3;
else 1f (xVal>0 && yVal<0)
then QARRAY[1]=QUAD__4;
else 1f (xVal>0 && yVal=0)
then QARRAY[1]=QUAD__5;
else 11 (xVal<0 && yVal==0)
then QARRAY[1]=QUAD__6;
else 1f (xVal=—0 && yVal>0)
then QARRAY[1][=QUAD_ 7;
clse
then QARRAY[1]=QUADRANT__8§;

end for
where

— x[1] and y[1] over the range 1=0 to 1=N-1 1s the discrete

representation of a line,

— QARRAY1] over the range 1=0 to 1=N-2 1s the quadrant

array,

— QUAD__1,QUAD_ 2, QUAD_3,QUAD_4, QUAD__

5, QUAD__ 6, QUAD_ 7, and QUAD__ 8 are integers,

— xVal and yVal are integers, and N i1s the number of

points.

14. The method of claim 1 wherein said consistency analy-
s1s of the new submitted CVL i1dentifier against the CVL
identifier or CVL 1dentifiers stored in the CVL profile 1s
analyzed at the remote server or the local running active
content by tabulating a score which records the difference
including percentage difference between a submitted CVL
identifier at the second time (time 2) and the CVL identifier or
CVL identifiers stored 1n the CVL profile, recorded at the first
time (time 1), wherein the score 1s transmitted to one of the
end user, other designated party, computer active content or a
program either locally or remotely using wired or wireless
medium 1ncluding the internet secure file transier protocol
(SFTP) server, voice over iternet, internet protocol televi-
sion, satellite dish networks, cellular network or other com-
munication connections, mndividually or 1n unison through
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secure or insecure transmission and wherein the score of
consistency analysis recerved at the end user or other desig-
nated party either locally or remotely 1s adapted to be used to
determine a privilege of the user to proceed and to allow the
user to the next action or the next step consisting at least one
of viewing the content of a document, launch of an applica-
tion on the local or remote computer system, downloading,
computer application or computer data, accessing authorized
users only sections on the local machine or on the network,
re-directing to another site or file or folder, or approval of a
transaction.

15. The method of claim 14 wherein said step of determin-
ing the percentage difference score between a new submitted
CVL identifier at a second time and a CVL 1dentifier or CVL
identifiers recorded 1n the CVL profile at a first time 1s deter-
mined according to the following pseudo-code:

function computescore (new_CVL _identifier, CVL_pro-

file)
(CVL_profile only have 1 CVL identifier)
Score=percentage different score between the new

submitted CVL identifier at time 2 and the only one
CVL identifier recorded in the profile

clse

score=value, which 1s calculated based on percentage
different score between the new submitted CVL
identifier at time 2 and each of the CVL 1dentifier
recorded in CVL profile.

end 1

return score;

end function.

16. The method of claim 15, wherein said step of determin-
ing the percentage difference score between the submitted
CVL identifier at the second time and the CVL 1dentifier
recorded at the first time 1s further determined according to
the following pseudo-code:

Function computeScore(new_CVL_identifier, CVL _iden-

tifier)

score=0;

If (new_CVL_identifier.numCVL “not equal” CVL_1-
dentifiernurnCVL) {

Return 0O;

;

Else {

N=CVL _identifier.numCVL;

For i=0 to N-1 {

SCOre=score+
PercentageDillerenceCVLs(new_CVL_identi-
fier. CVL]1],

CVL _identifier. CVL[1])

j

score=score/N;

V// End if
return score;

End Function

Where

— new_CVL identifier.numCVL 1s number of CVL 1n the
new submitted CVL i1dentifier recorded at the second
time

— CVL _identifier.numCVL 1s the number of CVL 1n the
“compared to” CVL 1dentifier recorded at the first time

— new_CVL_identifier.CVL[1] over the range 1=0 to
1=N-1 1s array of CVL 1n the new CVL identifier

— CVL_identifier.CVL][1] over the range 1=0 to 1=N-1 1s
array of CVL 1n the “compared to” CVL 1dentifier

— score 1s real number, used to compute the percentage
different score for two CVL 1dentifiers

18

— percentage difference CVLs 1s the function to calculate
the percentage different score between two CVLs.

17. The method of claim 14 wherein said step of determin-

ing the percentage difference score between the two CVLs 1n

5 the function percentagedifference CVLs 1s further tabulated
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at least one of:

»quadrant arrays conversion from the CVLs’ one-way

transformation

»angle analysis formed by 3 consecutive points from the

CVL
»information about the length of the CVL
»information about the number of points recorded for the
CVL

»information about the vertical height of the CVL

»1information about the horizontal width of the CVL

»information about the time recorded when the CVL was

finished

»1information about the average speed when inscripting the

CVL

»information about the time stamped in each of the data

points

»1nformation about pressure information recorded in each

of the data point.

18. The method of claim 15 wherein said step of determin-
ing the percentage difference score between the submitted
CVL 1dentifier at the second time and multiple CVL 1denti-
fiers recorded 1n CVL profile 1s further determined using an
average percentage different score between the submitted
CVL 1dentifier at the second time and each CVL i1dentifiers
recorded 1n the CVL profile at the first time by using the
following pseudo-code:

function computeaveragescore

(new_CVL_identifier, CVL_profile)

score=0);
N=CVL_profile.num CVL_identifier;
If (N=0) {

return 1;//100% match

j

else {
for i=0 to N-1 {
score=score+computescore (new_CVL_identifier,
CVL_profile. CVL_identifiers[1]);
)

score=score/N;
;
return score;

end function

where

— CVL_profile 1s the CVL profile recorded at the first time

— new_ CVL 1identifier 1s the CVL i1dentifier recorded at

the second time
— CVL_profile.num CVL_identifier 1s the number of
CVL identifiers in CVL Profile recorded at the first time

— CVL_profile. CVL identifiers[1] over the range 1=0 to
1=N-1 1s array of CVL identifier in the CVL profile
recorded at the first time

— score 1s real number, used to compute the percentage

different score for two CVL 1dentifiers

— computerscore 1s the function to calculate the percent-

age different score between a new submitted CVL 1den-
tifier at the second time against the CVL i1dentifier(s) in
the CVL profile recorded at the first time.

19. The method of claim 1 wherein the step of verily
against a profile includes after successiully veritying the trial
CVL identifier created at the second time compared against
the CVL profile created at the first time, the local runming
active content or the server includes being adapted to replace
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in accordance with a pre-determined replacement strategy the
CVL 1dentifier in the CVL profile recorded at the first time
with the CVL i1dentifier at the second time, wherein the pre-
determined replacement algorithm may be one of a random
replacement strategy or an oldest first replacement strategy.
20. The method of claim 1 wherein said CVL identifier
includes at least one CVL and at least one CVL includes at
least two data points.
21. The method claim 1 wherein said user 1s directed to
another enrollment protocol mvolving the use of 1dentifiers
that can include at least one of a background question, an one
time password, a phone call, an e-mail, a device identifier, a
random number generator, a selection of a figure, a selection
ol a phrase, an electrical current analysis, a selection of a
figure, a selection of a phrase that require an action including
point and click.
22. The method claim 21 wherein the action of point and
click includes a human cognitive pattern recognition coms-
prised of:
in the enrollment process, selecting a static picture 1image
by the user from a list or upload their own picture image
and selecting a plurality of points on the image using the
input device and submitting the selected points to the
Server.

scaling the 1mage down to a range of substantially 90%-
50% of original size, transforming the image into one of
a random rectangle, a square or a trapezoid and rotating
randomly the 1mage when the user attempts to 1dentily
themselves through verification against a profile;

the position of the image and the corresponding points that

were selected in the original enrollment process 1s
changed each time verification occurs, and the user must
select the same point’s location within an acceptable
region of the original point using a cognitive pattern
recognition.

23. The method of claim 1 wherein said step of capturing
the CVL identifier includes the step of loading or download-
ing by the user an active content including a library, or a
program, or an add-on to the Internet browser such as ActiveX
to their capture device including the computer or PDA, phone
or a device having at least a processor and memory storage,
wherein the loaded or downloaded active content 1s adapted to
be digitally signed with a code signing certificate and 1s
adapted to be configured automatically to enable the capture
of data points generated by a mouse or any other mnput device.

24. The method of claim 23, wherein the active content 1s
adapted to perform at least one of to download, purchase,
renew or save 1nto the local computer or detect newer versions
and includes prompts to download or install at least one of the
updated content, the digital certificate including the secure
sockets layer SSL certificate, digital ID certificate 1ssued by
the server, or any 3’7 party certificate authority.

25. The method of claim 23, wherein said loaded or down-
loaded active content 1s adapted to be implemented 1n com-
puter language which 1s adapted to be compiled 1nto at least
one of computer language code, object code, or 1s that imple-
mented 1n high level computer language or scripting language
in which the programming code 1s adapted to be interpreted
including at least one of JavaScript, PHP, Perl, VBScript
language.

26. The method of claim 1 wherein said comparison of the
CVL 1dentifier collected at the second time and 1n accordance
with the CVL i1dentifier recorded on the CVL profile at the
first time 1s analyzed to distinguish between different meth-
ods of inscribing including scribbling, cursive, personal
handwriting signature, letter, number, or shapes and wherein
the analysis of CVL 1dentifiers which distinguish the method
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of inscribing human signature includes a CVL identifier
including a first CVL which will be long 1n accordance with
a predetermined length, up and down, inscribing leit to right
or right to left and adapted to intersect 1itself and a second
CVL includes a straight and un-intersect line.

277. The method of claim 1 wherein said data packet being
received at the local or remote server, 1s adapted to create an
audit or even trail log that includes pre-programmed data
clements including one of an user 1D, a session 1D, a device
name, an internet protocol address, a time and a date stamp,
behavioral information of the user, and a request message.

28. The method of claim 1 wherein the method further
includes the step of storing said CVL profile created during
the step of enroll a profile 1n a local computer system to cnable
the step of verity against a profile 1n response to the local
computer system being disconnected from the network and
using the local active content to verity the trial CVL 1dentifier
at the second time 1n accordance with locally stored CVL
profile, and maintaiming a audit trail log in the local system
and wherein, responsive to the local computer system con-
necting to the network, sending the audit trail log of the user
by the local active content to the remote server.

29. The method of claim 14 wherein one of said down-
loaded computer application or computer data includes active
content including one of an application program, configura-
tion file, or application data, wherein the application program
1s adapted to be downloaded and installed one time or as
needed by the local machine of the user, wherein the configu-
ration and data files for the active content are adapted to reside
on the server, 1n response to recerving any changes in the
configuration file or the data file 1n the locally running appli-
cation program, the changes are automatically sent to the
server to update the central data and configuration files.

30. The method 1n claim 14 wherein said step of allowing
the user to proceed to the next action or the next step includes
the step of a time-out phase including a pre-determined time
allowance for the user to access to the computer, the network
or for running an application on local or remote computer
system, and 1n response to the time-out expiring, the user 1s
prompted to login again by inscribing a new CVL 1dentifier.

31. The method in claim 1 wherein said step of comparing,
two continuous vector lines (CVL) from the user includes an
alternative enrollment method 1including a backdoor method,
wherein the backdoor method can be used to reset a 2" factor
authorization method with the CVL profile, the backdoor
method 1ncludes at least one of a background question, a one
time password, a phone call, an e-mail, a device identifier, a
random number generator, a selection of figures, a selection
ol phrases, an electrical current analysis, a selection of figures
or a selection of phrases that require a action including point
and click.

32. The method 1n claim 1 wherein said unique 1dentifier or
reference code includes a reference 1d including one of a user
name or additional password to form a first factor authenti-
cation (1% FA) being known to the user and wherein the first
factor authentication authorizes the login of the user through
a webserver or application server, wherein 1n response to a
successiul login using the first factor authentication, the user
inputs a second factor authentication includes one of the CVL
profile point and click image (PCI) profile or other profile,
wherein the second factor authentication input 1s sent to and
stored 1n a separate server mncluding a biometric signature
registry (BSR) to perform the verification analysis and track-
ing step.

33. The method of claim 8 wherein said information stored
in the CVL profile or profile for other enrollment protocols 1s
adapted to check against other identity databases for validity,
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wherein the step of checking the validity of information
stored 1n the CVL profile or profile for other enrollment
protocols includes at least one of background checking and
making a direct telephone call to the phone number, which
was specified during the step of enrolling a profile, wherein in
response to the step of completing the background or valid
phone number, the status of the user 1s then changed to a
confirmed user and a confirmation number 1s associated with

the user and includes an 1con which represents the number of
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validity checks for that user, wherein the combination of the
confirmation number and 1con 1s an identity reputation,
wherein 1n response to the user completing one of the back-
ground check and/or valid phone number, the value of con-
firmation number 1s adapted to be increased by other con-
firmed users.
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